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Abstract- Cloud computing is a new flexible approach for providing higher computational power in 
shared medium. It provides   the   distributed   model   based   on   self   evaluating techniques to 
improve the processing capabilities of the system with lesser managerial concerns. It is made up of 
client, application, platform, servers and infrastructures. This computing model delivers computation 
capabilities as a calculated service from above components to end users.  Though a wide variety of 
devices and their integration are concerned, priority of handling security will go down. As the users of 
cloud is increasing day by day one need to handle the data, system and confidentiality issues 
carefully. So a new security services must be added along with existing system to provide 
authenticated access of authorized data in a cloud environment. Also the type of users & their 
accessing medium is outside world and due to that the unauthorized changes in the system may 
occur.  The most damaging aspect is the loss of data and software through virus, attackers and 
hackers. This some secure mechanism is required to provide such improved level of security through 
cloud. 
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Abstract- Cloud computing is a new flexible approach for 
providing higher computational power in shared medium. It 
provides   the   distributed   model   based   on   self   
evaluating techniques to improve the processing capabilities 
of the system with lesser managerial concerns. It is made up 
of client, application, platform, servers and infrastructures. This 
computing model delivers computation capabilities as a 
calculated service from above components to end users.  
Though a wide variety of devices and their integration are 
concerned, priority of handling security will go down. As the 
users of cloud is increasing day by day one need to handle the 
data, system and confidentiality issues carefully. So a new 
security services must be added along with existing system to 
provide authenticated access of authorized data in a cloud 
environment. Also the type of users & their accessing medium 
is outside world and due to that the unauthorized changes in 
the system may occur.  The most damaging aspect is the loss 
of data and software through virus, attackers and hackers. 
This some secure mechanism is required to provide such 
improved level of security through cloud. 
This work proposes a novel BBACE Model (Behavior 
Based Access Control & Encryption) mechanism for providing 
security as a service in cloud platform. Protecting the data and 
software of remote users is the primary concern of security in 
the shared cloud environment. Thus this work uses behavioral 
attribute of user access control and data isolation. The work 
also applied these attributes for encrypting the user data 
inside the cloud and hence a complete security as a service 
can be delivered to the cloud users. 
 
I. Introduction 
loud computing  methodology  is  a  conceptual 
framework for providing effective and low cost 
computation as a service to the users. It is a 
network based computing paradigm, where resources 
are used in a shared manner like to share software‘s, 
and infrastructure and development platform. It provides 
all the above features as utility measured services. 
Storing the data at remote locations through cloud offers 
great convenience.  In a cloud storage system, a third 
party data center known as a cloud service provider 
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(CSP) plays an important role in data management and 
storage policy settings. Since the CSP is the authority 
that controls the data items stored in the system, the 
CSP can look into data items stored in cloud storage 
without the data owners‘ permission. Thus to make the 
system more reliable client needs to make some 
security trusted deals with its data. The actual 
deployment of cloud computing services is not reliable 
as they claim because the existing security model 
doesn‘t work after migration of services to clouds. This 
migration follows multitenant model and cloud 
computing is bringing remarkable impact on information 
security fields. Such issues generated because of 
dynamic scalability, service abstraction and location 
transparency. 
Unfortunately, to the best of the known 
methodologies, most   commercial   cloud   storage 
systems provide simple storage services in which the 
data content is stored in plaintext form. Therefore there 
is concern about privacy issues of the outsourced data, 
due to either the CSP‘s malfunction or abuse for illicit 
profit, even if the data owners do not want to reveal any 
information. While these internet-based online services 
do provide massive amounts of storage space and 
customizable computing resources, the user loses 
control of the data. 
While mentioning these security and privacy 
issues, trusted mechanism needs to be developed.  The 
problem of these trust factor development is solved by 
searchable encryption   [1].   It   gives   the   guidelines   
that   the   entity performing the retrieval service is not 
allowed to learn the content of the queries and 
responses. Instead, some additional encrypted index 
terms (serving as keywords or hints) are used for the 
data search process. The entity uses a cryptographic 
algorithm similar to decryption for finding the 
correspondence between the encrypted query and the 
encrypted data content. The requirements of such 
mechanism are: 
Privacy of data: No one can uncover information 
about data content from the query and response as well 
as the cipher texts itself. 
Privacy of   the data owner:  No one can learn 
the actual identity of the data owner from the encrypted 
content. 
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(behavior based access control & encryption), access 
control, user behavior attribute, encryption.
Privacy of the retriever: No one can learn the 
identities of the intended retrievers for the encrypted 
content. 
The above data policies should be enforced on 
storage servers with inbuilt confidentiality concerns of 
sensitive data. 
Cryptographic  standards  are  generally  used  
to  solve  these issues  of data  storage on  clouds.  The 
main challenges for cryptographic methods include 
simultaneously achieving system   scalability   and   fine-
grained   data   access   control, efficient key/user man-
agement, user accountability and etc. To resolve such 
mentioned issues various approaches is being 
proposed over the last few years. Among all of them 
attribute based encryption is gaining popularity day by 
day. The attribute-based encryption (ABE) is applied to 
fine-grained data   access   control   on untrusted   
storage. Multiple new modified ABE is proposed such 
as proxy re-encryption, and lazy re-encryption in [2] and 
HABE in [3]. This approach is the combination of 
hierarchical identity-based encryption (HIBE) system 
and a cipher texts-policy attribute-based encryption (CP-
ABE) system. It provides fine-grained access control 
with full delegation and high performance. 
The cloud user always likes to have the service 
in an isolated manner from the other users because of 
their confidentiality issues.  In few  practical  situations  
of  service  application systems the data confidentiality 
will come under juristic boundaries by taking their 
security issues. Cloud computing security is the sub 
domain of network security in which the data handling 
and storage goes through the life cycle process of  
generation,  transfer,  user,  share,  storage,  archive  
and destruct [4]. Thus it needs to be taken as more 
secure data and when it is handled by providers, there is 
an always way to do is open. Thus to make the system 
more reliable client needs to make some security trusted 
deals with its data.  The actual deployment of cloud 
computing services is not reliable as they claim because 
the existing security model doesn‘t work after migration 
of services to clouds. This migration follows multitenant 
model and cloud computing is bringing remarkable 
impact on information security fields. Such issues 
generated because of the features of cloud dynamic 
scalability, service abstraction and location 
transparency. Various other confidentiality matters are 
handled by various authors during the last few years. 
The security architecture of such systems is managed 
by various models. These models presents the basic 
requirement  that  service  users  can  make  sure  that  
their sensitive data, which the users specify not to be 
shared with their  service  providers  is  not  disclosed  
to  their  service providers even if there is no cooperation 
from their service providers [5]. 
Thus this paper assesses how cloud providers 
can earn their customers‘trust and provides better 
security, privacy and reliability. 
  
Cloud computing is an on demand, convenient 
and self driven model to access the network resources 
in shared medium. They can be provisioned according 
to the access rules used to define for interaction. It gives 
scalable & elastic computation capabilities having less 
managerial skills to be needed. As the number of users 
and application accessing their cloud data is increasing 
day by day so as to make the application more secure 
new mechanism has to be adopted. In developing the 
new solution the access scenarios need to be 
considered.  During this data access the cloud model 
raises various new security issues. Let us take a case 
when data is uploaded into a cloud and stored in a data 
center.  For accessing this data by the cloud users from 
data center; or in a more fully cloud-based model, the 
data themselves are created in the cloud and stored 
and accessed from the cloud. The loss of security 
control on data at cloud is the major issues related to 
cloud data security.  This occurs because of lack of 
collaboration between cloud and user. Later on its 
solution is proposed by NIST-FISMA framework which 
follows all the standard of security. It improves the trust 
of user on services provided cloud [6]. 
The most obvious risk in the above mentioned 
scenario is that associated with the storage of that data. 
A user uploading or creating cloud-based data include 
those data that are stored and  maintained  by  a  third-
party  cloud  provider  such  as Google,  Amazon,  
Microsoft,  and  so  on.  This  action  has several  risks  
associated  with  it:  Firstly,  it  is  necessary  to protect 
the data during upload into the data center to ensure 
that the data do not get hijacked on the way into the 
database. Secondly, it is necessary to the stores the 
data in the data center to ensure that they are encrypted 
at all times. Thirdly, and perhaps less obvious, the 
access to those data need to be controlled; this control 
should also be applied to the hosting company, 
including the administrators of the data center. In 
addition, an area often forgotten in the application of 
security to a data resource is the protection of that 
resource during its use that is, during a collaborative 
step as part of a document workflow process. Other  
issues that complicate the area of hosted data include 
ensuring that the various data security acts and   rules   
are   adhered   to;   this   becomes   particularly 
complicated when you consider the cross border 
implications of cloud computing and the hosting of data 
in a country other than that originating the data. Data 
security risks are compounded by the open nature of 
cloud computing. Access control becomes a much 
more fundamental issue in cloud-based systems 
because of the accessibility of the data therein. If you 
use a system that provides improved accessibility and 
opens up the platform to multi-node access, then you 
need to take into account the risks associated with this 
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II. Background
improvement. One way this can be done is by adding an 
element of control, in the form of access control, to 
afford a degree of risk mitigation. Information-centric 
access control (as opposed to access control lists) can 
help to balance improved accessibility with  Risk,  by  
associating  access  rules  with  different  data objects 
within an open and accessible platform, without losing 
the inherent usability of that platform. 
There is a number of security issues/concerns 
associated with cloud computing but these issues fall 
into two broad categories: Security issues faced by 
cloud providers and security issues faced by the end 
users of service n which the interaction depends. In 
traditional systems the service provider must ensure the 
user about the services and infrastructure related to 
security of their clients‘ data and applications are 
protected while the customer must ensure that the 
provider has taken the proper security measures to 
protect the user‘s data. The increased user of 
virtualization in cloud computing platform brings unique 
security concerns for customers or tenants of a public 
cloud service. Cloud computing systems provide 
various Internet-based data storage and services. Due 
to its many benefits, including cost effectiveness, high 
scalability, fault tolerance and flexibility, cloud 
computing is gaining   pace   through   its   user‘s   
quantity   increased for distributed computing for various 
applications, especially for intelligent business solutions. 
Internet application is getting denser due to their heavy 
infrastructure and users through its services and 
hypervisor virtualization technologies. It provides the 
solutions to users problem as a service model in which 
each computation paradigm can be used based on a 
tenancy model. But the concern is that how such 
security services is delivered to end user in utility 
manner and hence solution proposed in [7]. But as the 
popularity of cloud increasing user expectation is also 
increasing like it cannot protect the confidentiality of 
users' data from service providers One of the other 
aspects of data security is the need to assess before 
embarking on creating a security model for data in the 
cloud is the levels of need; that is, how secure do you 
want that data to be? The levels of security of any data 
object should be thought of as concentric layers of 
increasingly pervasive security, which I have broken 
down here into their component parts to show the 
increasing granularity of this pervasiveness: 
Level 1: Transmission of the file using encryption 
protocols  
Level 2: Access control of the file itself, but without 
encryption of the content 
Level 3: Access control (including encryption of the 
content of a data object) 
Level 4: Access control (including encryption of the 
content of a data object) also including rights 
management options (for example, no copying content, 
no printing content, date restrictions, etc.) 
III. Related Study 
Various cloud based security model is being 
proposed to resolve the issues related to the security. 
Among all of them trusted security is gaining popularity 
due to its effectiveness. The paper [8], have analyzed 
the trusted computing in the cloud environment. The 
paper proposes an approach Trusted Computing Group 
(TCG) and related open specifications and development 
efforts for servers, clients, and pervasive devices to 
provide a hardware-root of trust‖ that can leverage up 
the stack. It enables integrity reporting and provides 
several capabilities for the trust framework to enable 
trust in the infrastructure.  At the initial level of research 
the approach provides a great guiding rule for trust 
based security. 
During the last few years many of the 
researchers had focused their intentions towards the 
better cloud storage model with a higher degree of 
security. Taking security as a prime vision of cloud and 
can be achieved through cryptographic functions.  In the 
paper [9], the author gives the survey on benefits of 
architecture provided by these cryptographic 
mechanisms. The   paper   also   describes   a   high   
level architecture for a cryptographic storage service. It 
consists of three components:  a data processor (DP), 
which processes data before it is sent to the cloud; a 
data verifier (DV), that checks whether the data in the 
cloud has been tampered with; and a token generator 
(TG) that generates tokens that enable the cloud 
storage provider to retrieve segments of customer data.   
The   work   also   uses   a   credential   generator   that 
implements an access control policy by issuing 
credentials to the various parties in the system (these 
credentials will enable the parties to decrypt encrypted 
files according to the policy). 
The paper also gives the design for both 
commercial & non benefited users. 
Now a day the user trends shows that 
connectivity and external storage are getting denser 
through the sharing request and data flows 
complexities. These are handled by the provider‘s 
solution but the client is not sure about the security 
mechanism of such an outsider. To overcome this 
limitation, [10] presents an approach for enabling users 
to regulate access to resources they wish to share in a 
selective way with other users in a community. The 
approach also exploits encryption to attach the access 
control restrictions to the resources and relies on key 
agreement and key derivation techniques to ensure 
manageability and scalability of key management. The 
proposed approach provides the users with the 
functionality for publishing and accessing resources. 
The publish functionality allows data owners to compute 
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the digest, sign, and correctly encrypt their resources 
and to deliver the encrypted resources to the service for 
their management. 
TAAC (Temporal Attribute based Access 
Control) a user access control is given in [11]. It is an 
efficient data access control scheme for multi-authority 
cloud storage service systems in which each authority 
will work as a different entity and no centralized authority 
is required. The proposed scheme can efficiently 
achieve temporal access control on behavior attributes 
level rather than on user parameters level. Moreover, 
different from the existing schemes with characteristic 
revocation functionality, It does not require re-encryption 
of any cipher texts when the attribute revocation 
happens, which means great enhancement of the 
efficiency of attribute revocation. TAAC is highly scalable 
in nature. Similar to that [12] present a temporal attribute 
based encryption (TABE) scheme to implement 
temporal constraints for data access control in clouds. 
This scheme has a constant size for cipher texts, 
private-key, and a nearly linear-time complexity. It has 
four algorithms named as setup, generate key, encrypt 
& decrypt. At the initial level its security model seems to 
be good & effective. 
Similarly DAAC is proposed in [13] which 
distribute access control in clouds, where one or more 
KDCs distribute keys to data container and users. The 
key distribution center may provide access to particular 
fields in all records. Thus, a particular key replace 
separate keys from owner. The owner and user are 
allocated a certain set of attributes.  Owner encrypts the 
data with the attributes it has and stores them in the 
cloud.  The users with matching set of attributes can 
retrieve the data from the cloud. Thus various 
approaches are suggested based on the runtime 
environment to improve the user attribute based 
encryption performance. 
Another   way to make   the   data   protected   
is   using encryption standards such as RC5, DES, AES, 
and Blowfish. Using such techniques makes the data 
transfer in a secure manner. But there are always some 
constraints related to those algorithms. So before 
selecting them some needs to make better comparisons 
between those as given by [14].  The paper provides a 
fair comparison between four most common and used 
symmetric key algorithms: AES, DES, 3DES and 
Blowfish. A comparison has been made on the basis of 
these parameters: rounds block size, key size, and 
encryption/decryption time, CPU processing time in the 
form of throughput and power consumption. These 
results show that blowfish is more suitable than AES. 
But while taking the encryption for security 
always raises the decryption issues & time drops. Some 
approach is required which gives the security of 
encryption without decrypting the data to be read. This 
feature is given by homomorphic encryption. The further 
usage & modification of fully homomorphic encryption 
(FHE) is explained in [15] also. Here the fully homo-
morphic encryption scheme means that it keeps data 
private, but that allows a worker that does not have the 
secret decryption key to compute any (still encrypted) 
result of the data, even when the function of the data is 
very complex. 
In the paper [16], the usage & behavior of 
homomorphic encryption   are   thoroughly defined.   It   
also   proposes   an efficient and Secure Data Sharing 
(SDS) framework using homomorphic encryption and 
proxy re-encryption schemes that prevent the leakage of 
unauthorized data when a revoked user rejoins the 
scheme. The proposed construction is secure under the 
security description of Secure Multi Party Computation 
(SMC). Also a generic approach of any additive 
homomorphic encryption and proxy re-encryption 
schemes can be used as the fundamental sub-routines. 
In addition, it also modifies the underlying Secure Data 
Sharing (SDS) framework and present a new solution 
based on the data distribution technique to prevent the 
information leakage in the case of collusion between a 
user and the Cloud Service Provider. 
IV. Problem Identification 
Enhancing the security of data inside a cloud is 
concerned with the provider‘s service. But to assure that 
the provided data is going to be secure on cloud needs 
to be checked twice. To achieve this client uses 
encrypted data to be send to remote storage. Apart 
from that some novel access mechanism had also been 
designed so as to make the data more secure. These 
areas of security is getting complex day by day as the 
user is increasing. These large users is continuously 
migrating their applications & data on cloud. Thus more 
security parameter has to be fixed. In the last few years 
various studies in cloud security identifies multiple 
  
 
 
  
  
 
   
 
  
G
lo
ba
l 
Jo
ur
na
l 
of
 C
om
pu
te
r 
Sc
ie
nc
e 
an
d 
Te
ch
no
lo
gy
  
  
  
 V
ol
um
e 
X
III
  
Is
su
e 
IV
  
V
er
sio
n 
I 
2
  
 
( DDDD
)
© 2013   Global Journals Inc.  (US)
Y
e
a
r
01
3
2
  
 
   
 
  
4
G
Behavior based access Control & Encryption (BBACE) Security Model as a Service in Cloud Platform
concerns for its improvements. Such concerns are 
related to data loss, leakage of data, client’s trust, user’s 
authentication, malicious users handling, wrong usage 
of cloud computing and its services & hijacking of 
sessions while accessing data [17]. Furthermore work 
on projected domains makes the connectivity of it 
through reliability, availability and security domain which 
is thoroughly   explained   as   RAS   issues   [18].   
These   are availability management, access control 
management, vulnerability and problem management, 
patch and configuration management, countermeasure, 
cloud system using and access monitoring issues etc. 
Taking the above phenomenon it is clear that data 
security will always be taken as quality of service part 
and hence better security policies will raise the level of 
customer satisfaction.  As the user is increasing the 
issues is also getting denser and various new 
challenges are rising which relates the distributed cloud 
domains [19].  After  studying  the  various  issues  
related  to cloud security and approaches used to solve 
them the work identifies some of the problems which 
remains unaddressed. Few of them is mentioned here 
as the basis of the proposed work. 
Issues-I: In traditional security mechanism 
encryption standards  are  used  which  cannot  be  
directly  adopted  by normal users. There is also a loss 
of control occurs over data for users as it is moving 
towards cloud providers. Thus new verification 
mechanism had to be used without measuring the 
concerned issues for whole data. Taking different kind of 
data values for each user, stored in the cloud and the 
demand of long term data security for them is getting 
typical because of heavy exchanges. Here multiple 
users accessing the data at the same location 
simultaneously. So in some case condition may rises  
when  incorrect  data  is  displayed  to  users  due  to 
congestion & load. Thus for better security the property 
of data isolation has to be fully satisfied. 
Issue-II: As the cloud faces continuous 
exchanges of data by users through various commands 
like insertion, deletion, reordering, appending, 
modification, etc. Thus the user needs to be 
authenticated for performing the operations on the data. 
It will also make sure that user may access its data 
through authorized cloud services. Thus both cloud & 
user had to be verified for such operations. New 
mechanism had to be developed through third party to 
solve such issues. 
Issue-III:  Since all the existing security 
mechanism focuses on the single server interaction 
environment. But as the type   of interaction   is 
increasing   in   case of cloud integration like cloud-
cloud, cloud-user, user-user providing security   is   
getting   difficult   &   complex.   Thus   a   new 
mechanism had to be developed which reduces the 
user efforts for encryption &decryption & increases the 
security & isolation of data stored at third party cloud. 
The primary objective of this work is stated as: 
• To develop a security framework for cloud that 
can work on cross platform. 
•
 
To  propose  a  novel  behavior  based  access  
control  & encryption  (BBACE) model for  
providing Security as a Service in cloud platform.
 •
 
To propose a new encryption standard for cloud 
computing
 
To clearly isolate the user access & 
data transfers.
 •
 
To focus which security threats can be    unsafe to 
cloud computing and how they can be avoided.
 •
 
To  analyze the  cloud computing  technology  
architecture and  the cloud  computing data  
security  features and to elevate  the cloud 
computing data  security model.
 V.
 
Proposed
 
Bbace
 
Approach
 
client end security services. It provides the virtual 
security mechanism as a service.  It solves the problem 
raises due to remote data locations. The study also 
develops an approach to implement above mentioned 
service on real cloud platform. It meets all the security 
requirements   of deploying   configuration   of security 
as a service. The proposed behavior based access 
control & encryption (BBACE) model
 
for cloud security is 
based on trust model of user access control. This trust 
model in combination of behavior based encryption is 
satisfied all the constraints. Various other existing 
encryption algorithms are studied but can‘t be able to 
solve the client level security problem. All the existing 
security mechanisms are only up to the provider‘s level 
& consumer doesn‘t know anything about the security. 
The proposed work is providing a novel method which 
gives priority to client systems and make their data
 
secure by taking their behavior elements as a key for 
encryption. This can be achieved by a known key
cryptography method named as public key 
infrastructure with attribute values of user and data 
working as a key. It also added an additional padding 
bit with modified hash function to make the cloud more 
secure & reliable.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1
 
:
 
Behavior Based Access Control & Encryption 
(BBACE) Model for
 
Providing Security as a Service in Cloud Platform
 
VI.
 
Description
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The purpose of this proposed work is to identify 
various issues related to cloud storage with customized 
The approach works on a trust model of user. 
Each user is having different types attribute elements of 
their own and the type of data used is also different. This 
area describes as its access area. During this 
mechanism a user is able to store and retrieve the data 
from cloud in an encrypted form. BBACE is a 9   step   
 trust   model   based   fine   grained   access   control 
mechanism for improving the security of storage on 
cloud. The proposed architecture is shown in figure 
below. It shows that when a user wants to access his 
data area he had to give request to any third party 
server which verifies its integrity from its databases & 
having a specified trust value in case of each user. Then 
the third party auditor replies the user with its tenant ID 
having a unique kind of token to access the data.
 
Same token is also been provided to cloud 
service provider. When user demand an access to cloud 
this token is get verified and the permission is granted. 
The request for data storage from user to cloud had to 
go through an encryption service in which the user‘s 
behavior element works as a key. This key is a   
combination of   various   user   elements   like   session 
information, UIDs, password, timestamp, existing history 
of content type and service used etc. The above 
element will automatically do the encryption without the 
uses knowledge. After this step even cloud doesn‘t 
knows the type of data which the user had stored in the 
storage. After this the cloud [provides the user an 
access ID for a data storage session to the users so as 
to interact directly with the storage. When the client 
demanded for its stored data same behavioral element 
works as a decryption key. After applying such 
mechanism the problem related to data isolation & 
incorrect data display to the user is also solved.
 
Steps Involved in Designing above Architecture
 
Step 1 Client Application:
 
This step processed all the elements on behalf 
of which the client can access the data. It include 
various details of users  behavior  such  as  its  session  
details,  failed  login
 
attempts, timestamps, historical 
data, type of files, its size etc. This model will also 
request for service of storage to third party auditor, 
cloud server and storage locations. It user various policy 
setting elements such as key policy of these various
 
behavioral elements work as a key for data encryption 
and decryption.
  
Step 2 Third Part Auditor (TPA):
 
A TPA has the expertise and capabilities that 
users may not have, are trusted to assess and expose
the risk of cloud storage services on behalf of the users 
upon request. It is a verification entity where both client 
and cloud can verify themselves before accessing the 
service. At the start the TPA assigns each user a unique 
Tenant ID same is the case with cloud also. It also 
assigns a unique ID to cloud provider so as to recognize 
the type of service and its authenticity.
 
Step 3 Cloud Service Providers (CSP):
 
A CSP, who has considerable resources and 
proficiency in building and managing distributed cloud 
storage servers, owns and operates live cloud 
computing systems,. When the client needs to connect 
the cloud, it is the responsibility of CSP to look over all 
the configurations requires delivering those services to 
end user. It also handles the various virtual machines 
created to work as isolation modules. It considers that  
the  user  came  with  the  token  provided  by  TPA  is 
authentic and starts giving the service to it. It also deals 
with the various types of interaction scenarios of user 
with TPA, CSP and storage servers.
 
Step 4 Cloud Data Storage Module:
 
It is the storage module which contains the data 
of different users with their behavioral elements. User 
can access its storage area after a verification certificate 
is provided to it by the CSP.  It performs block level 
operation of security through various encryption 
standards available to it. It is an distributed storage 
servers in which multiple fragments of the same   data   
is   stored   at   different   locations   &   whose 
combination information is stored in them as a pointer to 
next location other part of data. Storage also desire to 
move data that has not been or is rarely accessed to a 
lower tier of storage than agreed for monetary reasons, 
but it may also attempt to hide a data loss incident due 
to management errors, Byzantine failures and so on.
 
Thus by applying all the above mentioned 
settings will make the system secure in an effective 
ways. It will also increase user capabilities to work on 
cloud services. The proposed model of BBACE will be 
implemented on Aneka 3.0
 
Cloud platform and will 
configure to provide the behavior based encryption with 
improved access mechanism through security as a 
service deployment.
 
VII.
 
Expected Benefits
 
In order to measure and compare the 
performances of the proposed BBACE scheme, the 
work continues to adopt the various comparison 
metrics, First is key size & generation is very effective  
and very less in  case  of existing encryption standard. 
Second is secure data access mechanism. The work 
makes the following observations about the proposed 
work.
 
1.
 
Improved security and data access can be 
implemented in efficient manner. It will also ensure 
the successful satisfaction of various integrity rules 
for correctness of data.
 
2.
 
Data isolation and access control can be 
guaranteed by using access and key policies for 
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various types of user. Policies are used here to 
define the fine grained access control.
3. Dynamic operations on data block are supported 
like update, delete and append. This mechanism 
will improve the efficiency of system due to parallel 
processing of data updations and its encryption.
4. New key  combination  approach  is developed  to  
further increasing  security  through  key  policy  
 
 
 
 
using  attribute based encryption. Multiple attribute 
of user is combined together to generate a new key 
in this.
 
5.
 
User behavioral elements can be easily calculated 
which decrease the user effort. It causes reduction 
of efforts because user doesn‘t know about its 
security process, key calculation and data transfer.
 
6.
 
Effective trust model is used for continuous 
monitoring the user behavior. This trust model 
regularly measuring the user behavior & recognizes 
any changes in it very soon to prevent any data 
loss.
 
viii.
 
Conclusion
 
The security and sustainable computing is the 
latest area of   work   for   cloud   computing.   In   
traditional   storage
 
environment the control of access 
and data modifications is totally handled by cloud 
provider. User had nothing to do with that causes a un-
satisfaction of security. It can be removed by
 
using the 
client level security approaches but this will generate an
 
extra load on user. So some mechanism had to be 
developed which improves the security of data without 
the effort increase at user‘s level. This work proposes a 
novel framework BBACE for security of cloud using 
behavior based encryption standards through trust 
model. This trust model is handled by trusted third party 
auditor. It manages each interaction scenarios of user, 
cloud and storage through a token system. The work
also uses an user attribute based encryption method for 
security of data.  This attribute will work as parameters 
of key generation and will improve the data isolation 
issues.  The work extends the trusted computing 
technology into the cloud computing environment to 
achieve the security computing requirements with 
efficiency and then fulfill consumer requirements and 
gains the higher trust values. 
 
VIII.
 
Future
 
Work
 
Taken security as a major concern in this work 
has generated so many integration issues.  While 
applying the above proposed architecture component 
must be placed in correcting order for better results. The 
security breaches identification can be done as a real 
time entity. Behavior based encryption & key handling 
issues can also be
 
improved effectively by using KMIP 
protocol standard. Hence some problems and concepts 
that remain unaddressed can be performed. The 
implementation of the above proposed mechanism is 
configured in Aneka 3.0 cloud platform tool in near 
future.
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